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Endpoint Detection & Response:
A feature available with SolarWinds® RMM

SolarWinds® Endpoint Detection and Response (EDR) helps MSPs . = e,
prevent, detect, and respond to ever-changing threats—and recover
quickly when ransomware or other exploits strike. Remediation
and rollback help reverse the effects of an attack and restore
endpoints to their pre-attack healthy state to minimize customer

downtime.

PREVENT CYBERATTACKS

» Help protect against the latest threats without waiting
for recurring scans or updates to signature definitions

» Respond to threats at the endpoint almost
immediately

» Policy-driven protection customized for your customer
allows/blocks USBs and endpoint traffic to determine
the appropriate response

RESPOND EFFECTIVELY THROUGH AUTOMATION

» Automate responses for quick threat containment
» Help remediate attacks by reversing the effects

» Rollback attacks by replacing compromised files with
pre-attack healthy versions
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DETECT THREATS WITH BEHAVIORAL Al

» Easily determine how and when an attack started

» View summearies or detailed information about threats
from a single dashboard

» Present key risk findings and executive insights via
customized reports

© 2019 SolarWinds MSP Canada ULC and SolarWinds MSP UK Ltd. All rights reserved.

The SolarWinds and SolarWinds MSP trademarks are the exclusive property of SolarWinds MSP Canada ULC, SolarWinds MSP UK Ltd. or its
affiliates. All other trademarks mentioned herein are the trademarks of their respective companies.

This document is provided for informational purposes only. SolarWinds makes no warranty, express or implied, or assumes any legal liability or
responsibility for the information contained herein, including for the accuracy, completeness, or usefulness of any information.




